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ABSTRACT

Recently, modern vehicles have been controlled by Electronic Control Units (ECUs), by which the safety and convenience of
drivers are highly improved. It is known that a luxury vehicle has more than 100 ECUs to electronically control its function.
However, the modern vehicles are getting targeted by cyber attacks because of this computer-based automotive system. To address
the cyber attacks, automotive manufacturers have been developing some methods for securing their vehicles, such as automotive
Intrusion Detection System (IDS). This development is only allowed to the automotive manufacturers because they have databases
for their in-vehicle network (i.e., DBC Format File) which are highly confidential. This confidentiality poses a significant challenge
to external researchers who attempt to conduct automotive security researches. To handle this restricted information, in this paper,
we propose a method to partially understand the DBC Format File by analyzing in-vehicle network traffics. Our method is designed
to analyze Controller Area Network (CAN) traffics so that checksum signals are identified in CAN Frame Data Field. Also, our
method creates a Lookup Set by which a checksum signal is correctly estimated for a given message. We validate our method
with the publicly accessible dataset as well as one from a real vehicle.
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Fig. 1. The data frame format of CAN
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Aok} of 2 dae|Es ARSEE AR et
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iie=
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DBC_file =
version
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nodes
value_tables
messages
message_transmitters
environment_variables
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environment_variables_data
Signal_types

comments

attribute_definitions
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attribute_defaults
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value_descriptions
category_definitions (*obsolete®)
categories (*fobsolete®)
filter (*obsolete™)
Signal_type_refs

Signal_groups

Signal_extended_value_type_list :

Fig. 2. The structure of DBC format file
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V. Checksum Signal HIE SIX| Al
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Wals WS T gAR o] Ade §d 3
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Flip Rates At 235 83}% Checksum®]
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g},

Input

CAN Dataset

04 80 F4 80 00 00 00 DO

D4 7F 20 7E 00 00 01 DE

E8 7F 18 7E 00 00 02 CC

$

Identifying the bit position of
the Checksum Signal

| ®BitFlip Rates

‘/ @ Hash Table ‘

Checksum Calculation

‘ @ Checksum Lookup Set
J— —

@ Relationships between
. CAN messages

:r

Output

Checksum

04 80 F4 80 00 00 01 CD
04 80 F4 80 00 00 02 EA
04 80 F4 80 00 00 03 F7

Fig. 3. The process of Checksum Calculation

4.1 Bit Flip Rates
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Bit Flip Rates A4t A3E 7[Hlez Signal:%
AMs= READ €xEEs &8 ( Fig.
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Coun!er
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0.8

Signal ¢

Checksum

0 10 20 30 40 50 60

Fig. 4. Signal identification within data field
based on Bit Flip Rates
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7zt v E $]x]el|A A4l=El= Bit Flip 348 BF,

b Aoatt i>1, MeSpd W, BF: A
1)3} 2},
BF, = M;_, & M, (1

7k CAN IDell i3 CAN ®lAIA= &4 54
DLC #& 7HAla glem= d 2 M, 3 Mol
tiste] w|ERES] <d4b (Bit-wise Operation)e]
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| Sl
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function getBitFlipRates(S,,)

for i < 1 to |5,| do
M € S, < i-th data payload
BF, — M_, &M
/* & € {0,1} k-th bit in BE */
Total BF,, < Total BF,, + k;

Total BFR < TolalBF | |5,

return 7otal BFR

function getCounter( 7vtal BFR)
ctFrom < find( Total BFR == 1)
if ¢tFrom == null then
return null /* No Count */
ctTo < ctFrom
while(True) do

if TuwalBFR,;_, * 2 == TotdBFR,,,
then

ctTo < ctTo - 1

else

/* Boundary of Counter Signal */
return (ct7o ctFrom)

for all S, do
Total BFR = getBitFlipRates(S,,)
if getCounter( 7otal BFR) then
/* MSB of Checksum Signal */
return ctFrom + 1
else
return null /* No Checksum */

Fig. 5. The algorithm for identifying the
position of the MSB of the checksum signal
based on total Bit Flip Rate
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on
ol

4.2 Hash Table

Checksum?®| ¢ H|EE Al F &% ¢
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ETzeltt. AF F FHAEE S F&He
Checksum= &b 22 JHglel diste] 22 &
Hztel Checksumo] Alit=]eio} gt} $-2]& o]
28 A2 Hash Tableel 243t Data Field
W] Checksums A3} odl& S0, Spel W
gk CAN HAIA|E¢] 649 E =7]9] Data Field&
7Pcka &2k 0%€ Counter®] 29 v]E7HA|
9} Checksum® #49] ®lE thg ¥|ESE 639
A BEZAE Inputl®, Checksum® A9
HEZ Output® Aosle] 728 Hash Table
9] Key®t Valueel AAgL Spell digh 2E

\d

Gp ¢ The subset of CAN IDs where the
Counter Signal exists

csFrom @ MSB of Checksum Signal

hash_table = {} /* dictionary */

for all ¢, do
for k£ < 1 to (DLC * 8) - (¢esFrom - 1) do
for i < 1 to |G| do
M € G, < i-th data payload
key < M{:csFrom) + M [csFrom+k:)
value < M (csFrom: csFrom+ k)
if key in hash_table then
if hash_tablelkey) |= value then
/* Boundary of Checksum Signal */
return (csFrom, csFrom+(k-1))
else
hash_table(key] < value
return (csFrom, csFrom+ (k))

Fig. 6. The algorithm for identifying the
checksum signal using Hash Table
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CAN wlAlx it} 22 Key #t3F 22 Value#tol
= Value 3¢l Zol& 1MIE S7H7]2 Key
e AHolE: 1M|E Zradled AAgct. $9f 2
#4E Checksum® F7& WA 4L w7iA]
whEgtl Fig. 6.2 d9 #A-d dig
pseudo-code®]t}

V. Checksum Lookup Set

ol AellM= 44-& T8 AHE Checksum®
7IMke2  Checksum Lookup Setg A3l
Checksum< Aitsls WS Ak, diatoez
3l dlelel= Fig. 7.2 %] 8-bite] Checksum
gl 4-bite] Counter’} Al3}= Data Fielde]
t}.

Counter Checksum

04 80 F4 80 00 00 00[DO|
04 80 F4 80 00 00 01|CD
04 80 F4 80 00 00 02|EA
04 80 F4 80 00 00 03|F7

04 80 F4 80 00 00 OF 6B

Fig. 7. Counter and Checksum in the Data Field
5.1 Checksum Lookup Set A

CAN wlA1#] W9] Checksume] oj¥ oz
A=le] glEx] #alstr] 98] Checksum Lookup
SetS A3 #2 £4&}. Checksum Lookup
Seto]#t Fig. 8.3 #o] Checksum #H2Z T4
H FE o] dle AP E =tddAMe F 16
7§e] Sets7b EAstaL 7 Seto] =7] w3 1601+
Set 7F Checksum Ftel AXA| W+=r). wehA
0x0~0xFF7kA12] 25670 Checksume] =%
Checksum Lookup Setsol Z&AsiA =},
Checksum Lookup Sets®} 7+ Seto] gtE°l 16
el olf= O0x0ellAd OxF= A" 16719
Counter #2 7|92 2 Checksum Lookup Set
< A7) WEelch. Fig. 7.2 <& x4, 04

Checksum Lookup sets
16

I
Set1: {B1,AC, 8B, 96, C5, D8, FF, E2, 59, 44, 63, 7E, 2D, 30,17, 0A }
Set2: {7F 62,45,58,08, 16, 31, 2C, 97, 8A, AD, BO, E3, FE, D9, C4 }

Set3: {CD, DO, F7, EA, B9, A4, 83, 9E, 25, 38, 1F, 02, 51, 4C, 6B, 76 } 16

Set 16: { EB, F6, D1, CC, 9F, 82, A5, B8, 03, 1E, 39, 24, 77, 6A, 4D, 50 }

Fig. 8. Checksum Lookup Sets

80 F4 80 00 00 00 DO°lx ‘D0e] Checksum
o]x = k9] ‘0] Countere]t}. 3714 Counter
Z 14 938 ‘04 80 F4 80 00 00 00 DO*¥ 04
80 F4 80 00 00 OF 6B7FA 1674 3+ 3%t
ot zela 9 delEl2E A 16719
Checksum %S Checksum Lookup Setel #
At} wj2ba] Checksum Lookup Setd] =7|&
160] ¥t} o]z wAew 25679 RE
Checksum #& 3%t 16709 Checksum
Lookup Sets”} at5o1#]A] =},

5.2 &2 Checksum2 7I&l C}E CAN HAIX[Q|
Checksum Lookup Set

167H¢] Checksum #H2&E 4% Checksum
Lookup Set& "= ¥ dl Lookup Setoll 9l
= Checksum¥® sh}ele 2-& Checksum #<
7HA A 9] F-E2 vk e CAN HAA19] -l
= A7 &l Checksum Lookup Setel S+ =
E % Checksumo® 7Hv AL w73kt
% Fig. 9914 @OWl Data Field®] Checksum
Lookup Set< AA& #skrtx & o, @¥H Data
Field®] Counter %ol 0x0d wl E2'E 7Ix|&=dl
o]+ W2 Checksum Lookup Setell gl& #tol
t}. 2 ¥ @49 Counter #< 14 dsal7puA
167§ Checksum & 2ol A= QWle] »E
167H8] Checksum ko] @%e] Checksum
Lookup Set <tell EAldichs A& Fetslodch. <
A th2Aat 222 Checksum Lookup Set2 7}
2l Aotk ©]EA Checksum #°] Zi 1 9
9o FES 2 Data Field& Az 2
Checksum Lookup Set& ¥f3ttlhs A& & 5

et
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Counter Checksum

FO7F B8 80000001 59
FO7FB880000002 7E
FO 7F B8 80 00 00 03 63
FO 7F B8 80 00 00 04 30
FO 7F B8 80 00 00 05 2D
FO 7F B8 80 00 00 06 0A
FO 7F B8 80000007 17
FO 7F B8 80 00 00 08 AC
FO 7F B8 80000009 B1
FO 7F B8 80 00 00 OA 96
FO 7F B8 80 00 00 0B 8B
FO 7F B8 80 00 00 0C D8
FO 7F B8 80 00 00 0D C5
FO 7F B8 80 00 00 OE E2
FO 7F B8 80 00 00 OF FF

0x130 | @ Fo 7F B& 80 00 00 00 44 0x130 | @ E8 7F 28 80 00 00 00 E2

Counter Checksum

E8 7F 28 80 00 00 01 FF
E8 7F 28 80 00 00 02 D8
E8 7F 28 80 00 00 03 C5
E8 7F 28 80 00 00 04 96
E8 7F 28 80 00 00 05 8B
E8 7F 28 80 00 00 06 AC
E8 7F 28 80 00 00 07 B1
E8 7F 28 80 00 00 08 OA
E8 7F 2880 000009 17
E8 7F 28 80 00 00 DA 30
E8 7F 2880000008 2D
E8 7F 28 80 00 00 OC 7E
E8 7F 28 80 00 00 OD 63
E8 7F 28 80 00 00 OE 44
E8 7F 28 80 00 00 OF 59

Checksum Lookup set of @ Checksum Lookup set of @
{51, AC, 8B, 96, C5, D8, FF, E2, 59, 44, 63, 7E, 2D, 30, 17, OA} = {Ez, FF, D8, C5, 96, 8B, AC, B1, 0A, 17, 30, 2D, 7E, 63, 44, 59}

Relationship between @ and @ |

@ 00->44 @ OE -> 44

01->59 OF ->59

02 ->7E 0C->7E

OF -> FF 01->FF

| |
b OxE

Fig. 9. Relationship between data fields using checksum

5.3 CAN HIAIX] Zte| ZtHIME E&t Checksum
HiA

Checksum %re] #Zx 2 ¢]9] Hie &
Data FieldE 7} CAN #AA]E& Checksum
Lookup Sete] Zth= 7S 5244 W stdr}.
el  olE o] AN w3 Felsly
Checksum #& Z2H2t% Checksum & Al
Ak 4 9t} Fig. 9.8 29 @¥lelA Counter

7} 0x0¢! Checksum 32 ‘44°¢ld], @l
Checksume] '44'¢] Counter® OxEth. w7
Z QWA Counter’} 0x1¥ = Checksum %t
2 '59eld], @44 59'al Checksume 7HAl+&
Counter= OxFr}. YA Counter #H= EF
XOR 0xEutF Zolvs AS & 4 ook o3 %
@49 RE Checksum#s 4% Fslojzie
XOR 0xEwHE-e] zto]E o]&3] Counter 0xF7}
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A9l Checksum #g F5% 4 9ok &2 0xE
o #|wsl= A= Data Fieldvhel @2bxic), A
gsiabd, 16702 A% skt Checksum
Lookup Set& %43 3+ el 2 Lookup Set
9] 3t & 2& Checksum? 7} Data Field
£ shiEte 7ok, 8% Data Fielde] v#A
0x0~0xFel #|%sl= Checksum #& =5 <

% slet.

VI. &8 & 8ot
6.1 43 A

4% o= Checksume AXF7] S8 Bit
Flip Rates®} Hash Table® %3 Checksum
Signal® HIE A& AHsty,  5AM=
Checksum Lookup Set& A4l Checksum=
Aikstdct. 43 5AY 7|HE o] &8
Checksum< AKX 4 3=A] Hrishy] flshed,
= AA 2SS 1ARPEE FEEEA CAN
Traffics A8 Fig. 10.2 Al 2Fekollx<]
CAN Traffic % #74& RolFz 9ok Ad A

Table 1. List of experimental equipment

Category Name Description

Experimental
Experimental | Avante CN7 | vehicle for data
vehicle (2020) collection in

CAN

CAN
communication
traffic analysis

software
installed on a
PC

CAN
communication | Vehicle Spy
monitoring SW

Hardware
connecting a PC
and a vehicle for

collecting CAN
communication
traffic

CAN Adapter ValueCAN

Self-Collected Dataset

Dataset Car-Hacking Dataset(19]

Kim et al. (20]

Intel i5 10TH GEN
Laptop DDR4 8GB
Window 10

Fig. 10. Experimental setup

22 202098 ofbeo]r] | 'Value CAN'S o]
PCe A=k 9143t t}g 'Vehicle Spyzh=
CAN B4l ZUed &2 CAN HAA| dHe|e&
A8tk =8, 27t 3¢ CAN Traffici=t
olve} o] FAAE fI3te] AE|dle] Fi= o]
delel S g3 27t Atshe W2l
B7He A Aestslet (19], (20). Table.
Ag g7 Al AREE dele Al 2 Alg &
BojFrt

g
 rlo e

o

H]

6.2 Checksum Signal HIE |X| Al AZ

o

A% dlelelel FE dlo|EAlE YR 47

#8 o438 CAN ID¥E=E Checksum= 243}
gith. "4l Bit Flip Rates A4+ £3 Counter
9} Checksum®] ZF &A|sl=A] Feldict, F dl
ole]Alell w& Bit Flip Rates A4+ Z3t& Fig.
11.37 2} dlo]gfAle] A4 CAN ID 5 44 ID
o W3 Bit Flip Rates®, Counter<}
Checksume| &3l A2 glEe D7} Y&
ubil 284 9 IDE ¢tk 2 F Bit Flip
Rates® Counter®} Checksume| 25 EA3}+=
& &9l IDE A2 Z Checksum® MSBH-
Bl Hash Tables AA3l4 Checksum H|E 9]
25 A} A A= Table. 2.9 2l 2
A 431 glolelAlellA Countere} Checksumo]
B 2A5hs JAoR fddEE D= F 86719 ID
% 970413, 370%l Car-Hacking dlo]e|AlellA =
27708 1D F 478sich. delgA e IDEel+=
4-bit9} 8-bitql Checksume] l&=dl, At
Checksum 74t B2 8-bitdl Checksum®BHe

N

]u
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Self-Collected Dataset

Car-Hacking Dataset

10
0x130 0x0A0
08 08
06 Checksum| 06
04 04
02 0.2
00 00
o 10 20 30 40 50 60 0 0 20 30 40 50 60
10 10
0x386 0x131
08 08
06 06 Checksum
04 04
02 02
00 00
0 10 20 30 40 50 60 : o 10 20 30 40 50 60
10 10
0x220
08 08
Cheeksm]
0o [Checksum] o6
04 04
02 02
00
o 10 20 30 40 50 60 00— 0 20 20 20 50 60

Table 2. Results of checksum identification

Fig. 11. Results of Bit Flip Rates for the Datasets

Dataset CAN ID Identified Checksum Bit Positions
0x2B0 (48bits) 40, 41, 42, 43, 44, 45, 46, 47
0x130 (64bits) 56, 57, 58, 59, 60, 61, 62, 63
0x140 (64bits) 56, 57, 58, 59, 60, 61, 62, 63
0x164 (32bits) 24, 25, 26, 27, 28, 29, 30, 31
Self Collected 0x220 (64bits) 60, 61, 62, 63
Dataset
0x251 (64bits) 24, 25, 26, 27, 28, 29, 30, 31
0x381 (64bits) 48, 49, 50, 51, 52, 53, 54, 55
0x391 (64bits) 56, 57, 58, 59, 60, 61, 62, 63
0x490 (64bits) 56, 57, 58, 59, 60, 61, 62, 63
0x002 (64bits) 56, 57, 58, 59, 60, 61, 62, 63
Car-Hacking 0x130 (64bits) 56, 57, 58, 59, 60, 61, 62, 63
Dataset (19) 0x131 (64bits) 56, 57, 58, 59, 60, 61, 62, 63
0x140 (64bits) 56, 57, 58, 59, 60, 61, 62, 63
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Ao g sl g o] F 8-bitel Checksume 7H41
ID& Checksum AlAF ¥ 73819},

6.3 Checksum HlAF 2 AHZS

6.2 A E%?i} CAN IDES Yoz
Checksum A4t # 3

Wt oz} Mz E} CAN 1
APt Fig. 12. A= “/}": CAN ID°1V14
A A olth, WA, dlole]AlelA 0x1309] IDE
7}x1 dlol8l % Data FieldZ sk} Ad=ste] sht
9] Checksum Lookup Set& A3t o %+
0x14014 %2 Checksum #<& 7H 2 Data
Field® ®Hdstd,  0x1409] Data Field®
Checksume] A& F& 0x1309] Checksum
Lookup Setel|l Z3ts=x] slelalict zdtss= A
< ol F 0x1309014 F59 Checksum %< Z
)= Data FieldE %} Counter”lg] XOR
olakslo] omlubEe] o2 wo|ix| Bhelahelr.
el s 0xBHEe] AolE ®alt) webd Ao

H

= & 5 ek, deA 157 Data Field®l
Checksum #HX XOR 0xB <d4tste] Axket 4
e}, o] & AAl 3lgt dle]ej A3} Car-Hacking,
Kim et al.2] dHolelAlolx 5% #Za) & A}
XOR <«d4kstel Ak ChecksumO] A e

A BT 4 st
Vi @ 2

2 =%ollA+= Data Field W9 Checksum®]
E ¢4 & Bit Flip Rates¢} Hash Tabled &
AE3ch d Checksum Lookup Set& A
tel Checksum gtel og9A +A4=] A=A
8913, CAN #A#e] Data Field 7+e] Al
%38 Checksume AlARR= 714S A3k

o

o o

41 oX, Jﬂ o, S I

ot AAEE 7ol gHAFe] EAIgeE WA,
Checksum Lookup Set& A FH3 dlog]
7} glejokgtet. Counter’} 0x0%E] 0xF7HA] 2%
A8k diole] F52 sleiA e Wldt dle]e]Ale]

0x130 E4 7F CO 80 00 00 00 53

E4 7F CO 80 00 00 01 4E

E4 7F CO 80 00 00 OF E8

68 80 00 6A 20 00 05 F5

Checksum Lookup set

{ 53, 4E, 69, 74, 27, 3A, 1D, 00, BB, A6, 81, 9C, CF, D2, F5, E8 }

0x130 | E4 7F C0 80 00 00 OE F5

|

0x6 €D 0xB = 0xD

0x5 € OxE = 0xB

68 80 00 6A 20 00 06 ??
mm)) E47FC0800000[00)02 | 68 8000 6A 200006 D2

111.503222,140,8,58 80 00 6B 20 00 05 BE
111.513229,140,8,68 80 00 6A 20 00 06 D2

111.523416,140,8,9C 80 00 6B 20 00 07 92
111.533247,140,8,D4 80 00 6A 20 00 08 B8

Fig. 12. Verification Process of Checksum Calculation Methods for Different CAN IDs
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f7E. =3 Counter #& 7[Mke® Data
Field 7te] AL detsln2 Data Fieldels=
Counter ko] BF=A] Eafsof ghr} HEo] 2 =
Fo A& Checksume] 8-bitel 7-$uke ez
stgdet. =717} 4-bit 2 16-bite! Checksum-
dlole]7} HEste] 28 A} 73S shA] 13
vt 28y S Checksume 7+ t}E Data
Fieldsole] #AE F3she £dA< WS 2&
Aoz wtElc)

F& AT 4-bit, 16-bitel Checksum<]
Al ME AbEl= 7ol ALEE=A i,
AA A Ak 30E dole Al A Akl |
o, 7]olapEat oh g}l thekgt A 23| ARkl M =
dole & FAlste] A5 Aol
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